Date :

[Pego: O |

CZ/&M/ éw,d«f)@ classmAte
e \

Tntroduction to_Cyher Security

Qyber_securty Tnlroduction - Cyber Securiity Rasics

Cyber Securiy 18 the mogt Concerned matter &S Cyher

Threa’rs and &t’(&cks AQre D\mromwmo Attackers Qre now

LSing _more_Spphisticated 1echmoues ’to t&rge{ the systems.

<]
Tndividuals , Snall - scale bsusinesses or tar(aje organw&’non,
are_all_héing 1moaeJre/d o, All these firms whether TT oOr

hon - 1T € f’rm%/K ave underslood the \moor’rémce of Cyber

Securdy &P{ Focumno on @doo’un% a\\ DOSSIb\e nmMeasures
10 deél/ ith_cyber Lhrea{s

What 18 ovber security ?

C\;her Security 18 nnmarul\r about people , processes, and

’(echno\omes \Norkrna 1ooe¥her to_encomp the foll range

of ‘(hrea’( rpduchor%J \/Ulnerab‘ht\:/r@ﬂchon delcerrence.

International enoaqemen’r omd/ern’r response re&;lmno\r,

and _recovery DD\!CleQ &ﬂﬁ/gmc’(u\nheq mdudmo Comm){er

d
network opera‘nons Snformation_assurance taw enforcement
e‘\_cv

OR

Cyber_security 98 the body of technologies. processes,
And_practices designed to protect nelworks , compulers

programs_and data from &ﬂack.d&m&gqe or_unauthorized

AQCCeSS.




classmate

Date :

Page: O'l

he term Cyber Security refers to techniques and practiceS
designed to protect digilal dala

he_data that s Sfored |, transmited or used on an
information System.

OR

Cyber Securr‘[\/ isthe protection of Tnternet - Connected
S\;%Tems fndluding _hardware , Software . and data from

Cyber attacks.

Tt IS made up two words one 38 cvyber and other s

Security.

C\/ber 13 related to the ‘technoh‘)oxf which contains

S\zs%pms network _and programs C\r data.

\Whereas Security_related 1o the protecton which fnelud-

es systems Security . network. Security and application
and_information security.

Why 18 oyher Security Ymportant ?

Lisled below are the reasons why Cvber Security 98 8o
?mpnr’can’r fn_what's hecome o predomfnant digo'ﬂr&l world :

C\fber Allacks can be ex‘fremel\r expensive for businesses

to endUre
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In_addition tojmancml damaoe SUFFerede the business,

a_data_breach can also_fnflict untold rer)()’rafdj)ﬁ&l_d__mégﬁ

Cyber - altacks these days are bé’mmma Droores,sx\lel\r

Aestructive. CA/bﬁrth[aLD&lS_Qﬂf_ﬂﬁmé) more %oohxs’uoaled

Q

ways 1o intiate Cyber atlacks.

Requlations Such a8 GDPR are forcfna oroanizations

‘?n‘roo’raking better care of the pers/oml é:jla’cgq-they hold -

Becavse OF the abade reasons Cyber Security has

become an ?moor% part of the business and the

£0008 NOW 18 omée\mloomo amrmna’ce response plang

1hat m:nxﬁr’?y{ihe dqmacf% ?n the event OF’ a C\/ber

ttack-

Rut ., Qn Ora&mzahon or an_individual can develop

A _proper reSDome plan OnI\: when he has a Qnod C)no

oON (‘\zhpr Se(‘ur“t\/ Fund&mm’(als

Cyber security Fundamentals - Conf idenHality:

Conﬂden’uaht\f 78 about nre\;enH’no 1he Aisclosure of
data to unauthorized Darhes

T+ al’o means tmmo to keep the rdmht\/ of _authorized

d
Dg)rjrlé’% {nvolved $n Sh&ran Qnd ho\dlaold&%& private and
&non\; MOUS.
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| _Often confidentiality ts_compromised by cracking poorty
_|encrypted data, Man -in -lhe - middle IMITM) allacks™y

4

d?sclos'mgjf_nsl’u_\/f_dg{&,_;,, e = b

G, confidentality nclode:

) _Si&mdand_mmsumstytﬁ{&fz
| Data_encryption |

Two_ - factor au{hmﬁ coN

.« | iometric verificition
. Security tokens
Tnteqrity e
/
Trtegrity refers to_protectin fmgfcmm_ﬁmm_bﬁfag__
| modified by unauvthorized paries.
Standard measures to LQU/QE&DM_?D&Q%F?’&} include:
» | Cryptographic_checksums
. Us'inOQ file_permissions
- Uninterrupted_power Supplies
o Data_backoups
Avatlability

_ Availability s making Sure that Quthorfzed partfes are
able to Qcess the Information \when needed.

S{-and@m__me_&sur_es_iu_guaran’cee @va’dab‘;}ﬁy “nclude :
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——é&cls_fdg;_&pﬂé__’é'_{(‘)_ex%em&l Arives
—Lmplementing firewalls

Having hackup_power supplies

Data_redunda ney

Types_of Cyber Alacks

A_Cyber _Altack % an exploitatinn of computer Systems

and_iéiworks . Tt uses malfcious cade to_alter computer

code., logfe_or data and lead to cybererimes . such as

?n{-"orm&gon and ({dé’ﬂ{"ﬂ‘\} thef? .

Cyber - sttacks can be classtfied fnto the Followiirg

Ca’(egories ;

Webh - based Qttacks /

o b

Qustem - hased attacks

Weh - based afacks J/

These are the atlacks \which occur on & wehsite or

webh_applicatibne. Some of the fmportant weh-hased aflacks
are Q3 follows -

Tnfection atkcks

Tt 8 the attack fn wihich Some data will be fnjected

into_a weh _application to_manipulate 1he Application and

feteh the rpq(ﬁred ‘nformatinn.




| Example - SAL Tnjeetion , code Tnjection, log Tnjeckion , xpL

fFa =] BRI N [N R S S

2.

ONS_Spoofing

|

| DNs Spoofin 18 & Type of compoler Security hacking.

Whereby_a data_s introduced fnto_a DNS reseluer's cache

cQusing the name Ser{er to_return an b

g incorrect TP sddress,
Aferting traffic ’ua/ the QHackers Computer or Qny_other

Cnmp()’cecrj. The_pKis Spoofing atlacks can 9Qo_on_for & long
period of tirfe_withoot being dletected_and_can_cause

Serfoul ,Sécur'f(\; 1230es.

Session_Hijacki ng .

Tt s a security attack. of_ & _USer Session oyer 4 prote-

cted néwork. . Web appﬁc/aﬁons Create cookies to Store

the State and user Sessions. By Stealing 1he cookies . an

Aftacker can have Qccess to all of ’cheGU&er data

Phishing
d

Phisting 18 _a type of attack \which attempts 1o Steql
Senditive Information like user togfn credentials ard

J
Credit Carad number- It occurs when an adacker §s

masquerading as & trustworthy entity fneledronic

L3 L) O
CommuNicaton.
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.| Brute force

Tt 7s a type of attack which vses & trial and error

ma‘(hadims_&t’tgck_g_em_er&’cﬁs_a_ta e_Number Of guesses.
and_validates them_to obtafn acdtuel dala like user

password_Qnd__personal identification_number. This attack

may_be used h\! Crnmm&\& to_ Crack encwo%ed dats , or

b\: SeCunt\/ &nal\:s’cs to ’cé’s’r on Orq&nwaidon g ndwork
S@CUN’C\/ |

Denial of SerVice

Tt 32 an atack whh ch me&rﬂ to make & Server or

netwerk. resource. unavailable to the users. Tt Qccomplishes

this by flooding the J(Smejc \AH’rh 'thQPFIC or Qer\dmo r’r

mfbrma’clon 1h§’c ’(ruqqers A orash. T+ uses the s?m

System and angle Toternet conneckion to attack. 2 Server.

T can be clasSified fnto dhe Followm -

\lolume - based attacks - Tts goal {3 1o Qoturate the

bandwidth of the altacked Sl’[& and 18 measured §n bit

per_Second.

Protocol alacks = Tt consumeS aclual lerver resdources,

and s _measured fn A _packet.

Application la\/er attacks - Tis 80@1 it to crash the wweb

Qeryer and 1s measured n request per second.




classmate
Dato @

Pago: ng

Dictionary attacks

This_type of a_&dg_slmed_ihf_h;ﬁ_@f,&_commmtj__

used nas.sword and \Iahd&iEd_J(bfm_iD ged Orfmm\

password.

URL Tnterpretation

Tt iR & _t\ID{’ of gsﬁ/ack where we can ohange the certain

parts of a UR Qnd One Can make & weh Ser\fpr to

(‘leh\/(’r W€h/réo€8 for_which he 18 net authorized to

brow.se.

File_ Tnelusion attabks

TS o T\m@ of attack th&‘r/a Hlows an attacker 1o Qccess

unauthord zpd or essential /ff/n\eg which 98 svailable on the

web Server_or to @xpm){ze/ malicious files on the \weh

Server by mak’mg use of_the fnclude funclionality.

Man_in the middle atlacks

T+ 9% a4 ‘[\;oe of altack that allows an_attacker 1o

fntercepts the connection hefween olient and server and

AQcts QA8 q hndoe hetween them . Due 1o thic. an ﬂH&(‘kPr
Will_be able 1n re@d. fnsert and modnf’\/ the data In the

inter Cepted conpectin.
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= System - based attacks

These _are the allacks which are ihtended 1o Compromise
A_Computer or & _Compuoter Network. Some of the |moor+&n’r

S\/&%em based aﬂacks Qre &8 follows -

\/fros

T+ 98 a ’r\/oe3 of _malicious Software program that Spread

Thmuohou’r 4(he Computer files \Mﬁhmh‘ {he know\edoe of

) mero T is & Seh‘" replicating maliciotg mmmer

Program that replicates by ‘?nserﬁno mmes of x’csehf fnto

q
c\+he>r CnmoUJc(’r programg urhen pr(‘u’red/ﬂ can Al

U
execute Snstruotons thet cause horm {o_the Sustem.

Worm

T+ 93 aT\/DP of Malware whose primary funeton §s to

replicate |’r3(>lF to Spread to un‘inFem‘(’d Commlrer& T+ works

Same Q8 the mmom‘er Jirus . Worms often nnoma%e from

email alachments 1ha’c Qppear to be from -tru&%ed Sendexs.

Trojan_horse

Tt s A malielous Program thot occurs unexpected

chanagel 1o C‘omou{er seltina_Qnd unusual &c’nvﬁ\z even

\Mhmq‘the Compoter Qh(\uldd he Gdle. T+ misleads ‘che

user of s trye ?n’rm’r Tt Qppears to be & normal Qpplic-

aHon but when opened / exeouhod Some_malfefous cade
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will_ ron_fn the h&ckg.r:o_ur.\d‘

Backdoors o s sl

T S & _method that kb gs/ps the normal_authentcatios

process. A developer ma{(’mm‘e Q. backdoor Qo that an.
&noh&m‘lon or cmer&ffﬂm S\/&-lfm QN _be Qccessed for

Troub \QhDD'[-an/({ (}Hwe?r porposes.

4

Rots —

\ TER il
] | I LI

\

A _bot [Qhort for " roho’("J 98 an &?h)ma-\rm Process

that fnieracts wWith'nther. ﬂ(’r\A/OYK/S/ eryices . Some hots

st ki heanedieas o] e sl Bz Lt o

Droqmm run automatically whd? others (ml\: execute

C&mmand& when they nocerve/ Spedific mnml Common

examples of hots Drogmm/&)rf the Craw ler, O hatroom bots,

Qnd mahcrous hots.

3 (
! PR Y

The 7 layers of Cyber Security Should_ceriter on the

J
mission Critfeal Q3cets you Qre Seeking 1o protect.

Miscfnn Oritfoal ASsets —This §8 1he data you need to

protect

Nata Securn‘\/ - Data Q@cun’t\r control’ protect the san&oe

Amd transfer mP dats

Applfeation S(-’mn’r\f Applications Securily confrols protect

QQCC(’SS to an aonhc&)H’nn QN &oohc&-ﬁm q
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Qccass 1o your mission_critical «ssets, and the Internal

Securﬁc\; OF the cpplication:

Endpoint Securfity - Endpoint security controls protect the

Connection between devices and the

network.

Network Secority — Network Recuritycontrols protect an

Oroanwa«hong ne’(work and Dre\/m’r

J
unauthorized accesy of the network.

Perimeter Security - Perimeter security cortrols Include
both the phwsical and digital Recurity

methodologies that pm%ecqc the bosiness
overall.

1he Human layer - Humans are the \weakest 1Ink n

&n\! Ovber&ecurﬁ\f nm’lum Human

‘%emrn’(\: controls ndude phising

meulatuons Qnd ccess m&nan’rgen\'

controls that protect m‘?&@?onQ(‘rozHaQ\

| |

asets from & \wide \ICQHPN of human

e SE— SE—
1
—

threots . {nctuding Cyher Ormmnals‘ :

—

S
malicinus $nsiders . and neahgenJr

vsers.
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\lulnerability , threat , Harmful acls

AR the recm’c epidemic of data breaches llustrates ,

no Svatem §8 immune to attacks. Any_Company/ +hat

m&naqe& N Transmids , Stores . or ()H‘)er\)\HSE handles datd

hot 1o §nstitute and onforce mechanisms to motiitor

thelr cyber environment . vd@n{ﬁP\! vulnerabilibes . and

Clase _up Secyrity _holes &8 Otnck\w QS_possible.

Beﬁqre vdf’hﬁf“\nno SDPmF'c d@noers ﬂo maodern data

S\/&’remq R Omo?al 1o Undem’c@nd the AteinceHon

hetween Coyber hreats and vutnerabilities.

NIN—=7

Cyber threats are security fncidents or ofrcomstances

with the potendal to have a ¢ ne atue outcome for \jour
Aetwiork. or other data manaaemm’r Sydterns.

Examples of common types of %ecuru‘(\/ threats fnelude

phi na attacks that result fn the $nshallation of malware

ﬂnak giJrthm‘% Nour Adata . fallure of o Staff member to

follow dta r_)roJrPc‘hon Dro’com\s that Cause & daks breach,

or even A& —tomado ﬂ'\a’r takes clown your Company Ky
Aatg headcm&rjrérs dr&mo’nno Q00es88.

Nulnerabilities Qre the gaps or weaknesses fna Qystem

that make 1hreats PO wble ond tempt threat actors to
Explcit them.

Types of vulnerabilities fn network Security fnclude

bot are not 19mided 4o SAL njectionS, Qerver mrsmnfom

r&%ﬂrLu_Qmss_&:Jre Scrrn-HnQ cond *tr@nsmuﬁmdo gmqwr?ve
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Adata In @ non - enor\rp’cﬁd plafn Hext format.
When Uthreat Dmbabrhf\/ 13 mul’cmhed by_-the potential
ose that may result., vaer geCUr;Tv exoer’rs refer 4o this

Q8 A riek.

SECURTTY VULNERABILITIES » THREATS AND ATTACKS —

Ca{egor‘r’es of vulnerab lities

Corruojced (Lose of ch€OrrJr\lJ

L@ak\! [Lose of Conﬁdenh&lr’c\r)

Unavailable of very slow [ Loss of availability ]

Threats represent potential &e(*urﬁy harm o an Qsset

when vutner&b;hhm Qre exolmhad

AHacks are threats that have heen carried out

Pasdive — Make use of Information from the Qystem

withoot «ffect nQ System resources

Active - Alter system repurces or effert operation

Insider — Tnitiated by an entity fnside the nrg&n‘?mﬁoh '

Ouisider — Tnidfoted fiom outSide the perimeter
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omputer criminals

Compoter criminals have Qccess to enormous @mounts

of hardwgre Softwere , and dota 4 they have 1he
potential to cripple much of effective business ond

C}o\/(’mmé’n’r ihmuahouir the world Tn Q Sense , the

numme of CothHQI‘ Qecyrity 18 to Dreverﬁ these

C‘r(mt NS From ol()mg dam&qe

We_Say compuiter crime 8 QNY| otime Snuolving &

(‘ommﬂer Or a:ded by the use of nne. Alhouah Hm

J
deﬁnﬂmm fe «d mHedl\/ broad . % allows L te consider

ways to protect murqplvm, our _businessed s and our

Oomm(mmm Aga Nyt thate \who Use Comou%erq maliciou-

Ly

One approach to Dreven’cfon or moderation 13 4o

Unders{and who mmm1+8 these orimes and wlhy. Mam/

Qtudies have attempted 1o dedermine the Char&o%(ans{i’c&

of_computer (‘rnmmals By STUdvmo %hose who have

&)lr&qd\/ used _computers to_commit cmes, we mey he
Qble $n_ the Fulure 1o \QD{H‘ likely_criminals and Dreven’r

the corimes from accurmuo

CIA Triad

The CIA Triad 18 c'oclru@ll\: Q_security model anw‘ has

hem_dmelonpd to help Demle Hnk about variaug -

partS of TT SeCurr’r\Jl ¥
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| CTA triad broken down:
__CQDﬂdenH&U%y

T4's crucial $n ’(od@\r 'S world _for people to protect

thefr Senutive . Drm@{e Snformation £rom ()n@(ﬂrhor\7€d

QCCASS.

Pro%@o’rm(oI confrdentia M\r 18 dependent on bet ng ahle
to define and_enforce cerkafn access levels for

Information.

Tn Qome cases » doing Hhie fnualyes seo&r&’dmg nform-

d
a¥on nto various colleeHons thet are organized by

who needs acess o the m%rmah’on and how Qen&th

that {nformatinn &th;@ll\y is - f.e. the amount of

d@maoe Quffered if the onf identiality was breached.

Qame of the most common means Lsed to MAN]ge

confidentiality Ynclude accest control ligts, volume

and file encr\/r)’c?m and Unix file Dprmmrons

Tntearity
@] J

Data "eregr"nJr\Jr % what the "T" fn CTA Tyiad Stands
for.

This {s on essential component of the CTA Triad

\-&Dd_dggjaned 10 pm~h°o4( Aata from deleton or
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| o ) el = e > — -
/1—mQ(itELC&ﬂO-Diﬂlm_&mj_Uﬂ&uib_o_t’)zed_p.a_r_tﬁpa nd %
/__eDS_U_E@_JCbaL\ALDED_&D_&UibQﬂzed_p_&CSDDJDQKQS‘J;)_CbaD((}ﬂ
__Ilthat shoould ot have been made the damage can be

reverséd.

Avatlabily ty

his iQ the F%l componant of the CTA Triad Qnd

refers 4 Jrh/&dual Quailabi ity of \our deta- Authenti-
ca¥ion rechanisms » accass channels and Sygtemy ol

have to \work properly for the information they
protect end ensure it's ausilable when {13 needed.

UndGFSJr&Dd’IY)(C]) the C14 triad

The CTA Triad §s all abautAnformation. While this 18

considered 1he Core factor of < majorH\JJ Of IT.Security,
it promotes & limded Niew of the Security that igneres

Other fm porira nt factors. ‘

For_example, even though availability may serve to

take Suire Nyou Aon'l [nse Qceass the reSources needed
1o_provide {nformation \when it is needed , thinking

4 d
ahoot Information Security In ttself deesn’t Guarantee -
that Someone el’e h&sn:{ U;SPC'J vour hard ware
| resoureed without authorization.

| T1'S Ymportant to underttand what the CIA Triad §S, -
thow %t 18 used 4o plam_&nd Q180 1o ?mplémerﬁ Q i

=
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y_Qecurity_policy while Undem’r@ndmo the various

ﬁ/m_uv\es behind it Tt s Q80 _fmportant %o _undersiand
the Uimitations 1 presents. \When you are $nformed . you

can_ LH1ze the CTA Triad for what 1% has +o offer
and _Quotd the Consequences hat may Come alono by

Not_understand; Ing 7.

AlRets and Threat

What 1R an M

L/

\\ An Aaset 19 Qny da’(& Adevice or Other Comoor)?n’( of
\\&n nrognrz&#on‘s SVS‘((’(T]S that I8 valuable - o&ften

\\ becau&e U containg SPnSter@ Adata Or can be used 1o

\[Q(‘CPSS Quch (?n%rmg’n onN-

|
For examole /—\n pmn\owee/ deskiop _compoter. laptop

would QDDUQQ-HOHSLD\ ase_devices. Likewise » Critical

|
\\\ Or Company nhone \r\muld J’{e CnrmdPra—i QN &SS@‘I’ QS
\

\ﬁ’nFrm%ruc*mre such. a8 servers and &uooor’r S\m-kem\ Qre
\\ Qskeie . An quamm’r?on‘s pnogt C‘c)mrmn a%@’rs are

| Snformation &?@3@%& hese are thi ng< Such &S datobases

\\and physical files — 1.0, JchLQ@ﬂS?%lve data that NOU

| ﬁ’(ore

What s o threat :

A_threat 13 any Incident that could neom\\;etv Qffect

an asset - for ex&mn\e, € s lost . knocked QFFlme or
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| assessed by an Un&lﬁbﬂﬂlﬁd_ggml\l.

/’LDL&'%S C&J( n_be Cﬂ’regoorrzed as Clreumdtances that
mmpromme he_confidenyality , ?n%eon%v Or Quail
of an aset, and Qan e:H)@,/BZ“? nlren‘nonal or &Qc&bimy—[dg?[)i&l

\\.\\\\,\

1n‘c€n)clona\ thregts fnelude +hfnos Such &3 eriminal
haddno or &/@\mm& Inslder S’(eal?no information ,
\Mhere@S ,@/Cdeh’t@l threats Qenerc;)ll\z Prvolve employee
GrrMechnm malﬂmohon Oran PU(’n’r that causes
physicol damage , Such as a fire or natural disaster.

L

| Motive of Attackers. . -
I
| The cateqories of Cyber _ aflackers enable 1S to

| better understand the ’\H:QAers motivations and the
\\&C-\—?Oﬂ& they take . AS Sha&n in anoure , Operational
Cyher Securx{'\l rhkiﬁms/ from three t\roes of acton: 1)

L) |l Tnaduerient actons lgenerally by ‘fns‘iderq ) that are
taken withoot maliciont or harmful {ntent -

1) | Deliberate acHons by fnsiders or ouksiders) thet qre
taken fntentionally and are meant to do harm

fon [Qem’rall\z by Insiders ), such s @ £atlure 1o
2 alven Q;JruaHm either hecause of a lack of

Dmpmgie skills ,_knowledge ., %mdance Or &\1&11&\011&\!
ct_person to take acton of pricnary concern




C\/ber ﬂ/-\"H.&Ck(’r
Actions

Inadvertent

Detiberate

~ Inacton ’

l' Political / @

| Socio- [pral
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, Of J(hrS th’h Jch(’ﬁﬂre

here_an Ldehber@{e &o{lons
three Cateqories of motiation,

Political motiuations 5 - ema mplex_in: clude dlestroy!
O\Aruojrma , OF {&kl_na_@ﬂirol of dargets ; L espiongges

and m&kmél) poliHcal Statements DrDJrFS’[S or_retalistory
lacHons.

\ \, \. "\?“\;\.\\\\

). | kconomic motivatons:- examples include de&’er\nna
O\nsmoﬂno theft of ?n+€lledum property or other

\ @Conomm&lt\/ valuable assets (e Q Fondg, Cred it

\\ crd ?nﬁarm@h n) ; fraud mdm’mal @Soqonaqe Qnd
\\ S&h()‘t&qe , QNd bla(‘kmall
et

| Socio-cultural motuatony: - examples fnclude_atacke
\\ With Dh\\osooh?aql %en\ogcml. political , and _even

| humanitarian QO&[S Socio - coltural motivaton? «lso
fnotude fun (‘urYOSrJr\r ~and a desire for publicity or
€go Qr&’r?wp featinn.

Types of cyher - attacker actfon? and thefr motiuato-
ns_when cleliberate

Acthe attacks:

S An actlve attack i3 a network exploit in wihich 2
— Il hacker attempts to make Ohanoes to_data onthe

\._tgj:oe’r Or c\'ﬁa onroute 1o Ahe ’rarqe%
A S

[\
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